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Agenda

Revisit HTTP Protocol

Web analyzer

— Web Scarab from OWASP Project

Technical knowledge around HTTP

— Encoding methods

— JavaScript

— Session management

HTTP Security

Exercise

— Webgoat from OWASP project

— Demo

— Webgoat Exercise
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What is the HTTP protocol ?

Hyper Text Transfer Protocol – HTTP/1.1

— RFC2616 is master

— Old document RFC2068

— Version 1.1 (Old version is 0.9 and 1.0)

Application level protocol

Started from around 1990

Stateless protocol -> cookie is solution

Original Purpose: transfer Hyper text (HTML text)

Very basic protocol of World Wide Web (WWW)

TCP Port 80

2
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What is HTTP ?
WWW open by web browser in real world

3
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What is HTTP ?
HTML Source code 

4



Copyright® 2009 JPCERT/CC All rights reserved.

What is HTTP ?
analyze by WebScarab

5
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When we use HTTP ?
analyzing by Wireshark : real packet data

6
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So what’s HTTP ?

Web browser

— Rendering result by Web browser

HTML Source

— actual HTML contents

HTTP Protocol

— Conversation method between server and client

Actual Traffic data

— HTML

— HTTP

— TCP

— IP

— etc.

7
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Inside of HTTP Protocol

Web service is too complex today

— many extensions from HTTP protocol itself

— many types of web service (SNS, Youtube, google and so on)

— difficult to understand everything

This course is focusing on RFC2616 information

— 176 pages

— Released on June 1999

This course does not cover every detail of HTTP

— Doesn’t cover proxy mechanism

— Doesn’t cover advanced features

8
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HTTP Protocol operation

HTTP protocol model is request/response

1. Client sends a request to the server

— request method, URI, and Protocol version

— followed by MIME-like message

— client information

— body content

2. Server response

— status line, protocol version, 

— success or error code

— followed by MIME-like message

— body content

9
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HTTP Protocol operation model

10

Client Server

request

response
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OSI model and Protocl suite

11

Application Layer

Presentation Layer

Session Layer

Transport Layer

Network Layer

Data-link Layer

Physical Layer

OSI Model

Application Layer

Transport Layer

Internet Layer

Network Interface Layer

TCP/IP protocol suite

HTTP、FTP、SMTP、
POP3、IMAP4 etc.

TCP、UDP

IP

LAN、ADSL、FTTH etc.

example
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HTTP Protocol is sitting over TCP/IP

HTTP

TCP

IP

Ethernet

Cable

12
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Ethernet Frame

8 octet 6 6 2 46 – 1500 4

Preamble MAC 
destination MAC source

Type data FCS

DIX (Ethernet II)

7 octet 1 6 6 2 46 – 1500 4

Preamble 

S
FD MAC 

destination MAC source

Type
Length data FCS

IEEE 802.3
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IP Header

Version IHL Type of Service Total Length

Identification Flags Fragment Offset

Time to Live Protocol Header Checksum

Source Address

Destination Address

Options Padding

0 4 8 12 16 20 24 28 32

0 4 8 12 16 20 24 28 32
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TCP Header

Source Port Destination Port

Sequence Number

Acknowledgement Number

Data 
Offset Reserved

U
R

G

A
C

K

P
S

H

R
S

T

S
YN

FIN Window

Checksum Urgent Pointer

Options Padding

data...

0 4 8 12 16 20 24 28 32

0 4 8 12 16 20 24 28 32



Copyright® 2009 JPCERT/CC All rights reserved.

UDP Header

Source Port Destination Port

Length Checksum

data…

0 4 8 12 16 20 24 28 32

0 4 8 12 16 20 24 28 32
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ICMP Header

Type Code Checksum

data

…

0 4 8 12 16 20 24 28 32

0 4 8 12 16 20 24 28 32
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Small exercise

Open your command prompt

— Type “telnet”

— Type “set  localecho”

Access port 80 of server by using telnet client

— Type “open 192.168.10.10 80”

— then exactly type “GET  /  HTTP/1.1”

— after that “host: sv.aots”

— Then, enter enter twice 

See the result.

18
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HTTP Version format

HTTP Version uses “<major>.<minor>” numbering scheme

— E.g.) 1.0   1.1

HTTP Version Format

— HTTP-Version = “HTTP” “/” “<major>” “.” “<minor>”

— major and minor version should be a number

— HTTP/1.1

HTTP/2.4  <  HTTP/2.13

— why ?

HTTP/2.04 should not be sent 

20
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http URL format

http scheme is used to locate network resources via HTTP

http_URL = "http:" "//" host [ ":" port ] [ abs_path [ "?" query ]]

default port is 80

empty abs_path is equivalent to “/”

3 examples

http://abc.com:80/~smith/home.html

http://ABC.com/%7Esmith/home.html

http://ABC.com:/%7esmith/home.html

NOTE: ~ = %7E by URL encoding method

21
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date/time stamps format

HTTP applications have historically allowed three different formats

Sun, 06 Nov 1994 08:49:37 GMT  ; RFC 822, updated by RFC 1123

Sunday, 06-Nov-94 08:49:37 GMT ; RFC 850, obsoleted by RFC 1036

Sun Nov  6 08:49:37 1994       ; ANSI C's asctime() format

• All HTTP date/time stamps must use GMT timezone

— GMT = UTC for HTTP purpose

22
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HTTP Request

A request message from a client to a server includes, within the first 
line of that message, the method to be applied to the resource, the 
identifier of the resource, and the protocol version in use.

Request       = Request-Line              ; Section 5.1

*(( general-header        ; Section 4.5

| request-header         ; Section 5.3

| entity-header ) CRLF)  ; Section 7.1

CRLF

[ message-body ]          ; Section 4.3

23
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Request-Line

The Request-Line begins with a method token, followed by the 
Request-URI and the protocol version, and ending with CRLF. The 
elements are separated by SP characters. No CR or LF is allowed 
except in the final CRLF sequence.

SP = Space = “ “

ex)

GET / HTTP/1.1

24

Request-Line   = Method SP Request-URI SP HTTP-Version CRLF
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Method

The Method  token indicates the method to be performed on the 
resource identified by the Request-URI. The method is case-sensitive.

Method

— OPTIONS

— GET

— HEAD

— POST

— PUT

— DELETE

— TRACE

— CONNECT

and extension-method

for more detail later...

25
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Request-URI

The Request-URI is a Uniform Resource Identifier (section 3.2) and  
identifies the resource upon which to apply the request.

* will used like below

— OPTIONS * HTTP/1.1

The absoluteURI form is REQUIRED when the request is being made to 
a proxy.

— GET http://www.w3.org/pub/WWW/TheProject.html HTTP/1.1

abs_path is normal use

The authority form is only used by the CONNECT method

26

Request-URI    = "*" | absoluteURI | abs_path | authority

GET /pub/WWW/TheProject.html HTTP/1.1
Host: www.w3.org
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Request Header Fields  (too many !)

request-header = Accept                   ; Section 14.1

| Accept-Charset           ; Section 14.2

| Accept-Encoding          ; Section 14.3

| Accept-Language          ; Section 14.4

| Authorization            ; Section 14.8

| Expect                   ; Section 14.20

| From                     ; Section 14.22

| Host                     ; Section 14.23

| If-Match                 ; Section 14.24

| If-Modified-Since        ; Section 14.25

| If-None-Match            ; Section 14.26

| If-Range                 ; Section 14.27

| If-Unmodified-Since      ; Section 14.28

| Max-Forwards             ; Section 14.31

| Proxy-Authorization      ; Section 14.34

| Range                    ; Section 14.35

| Referer                  ; Section 14.36

| TE                       ; Section 14.39

| User-Agent               ; Section 14.43

27
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HTTP Response

• Server responds with an HTTP response message as below: 

Response      = Status-Line               ; Section 6.1

*(( general-header        ; Section 4.5

| response-header        ; Section 6.2

| entity-header ) CRLF)  ; Section 7.1

CRLF

[ message-body ]          ; Section 7.2

28
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Status-Line

The first line of a Response message is the Status-Line, consisting of 
the protocol version followed by a numeric status code and its 
associated textual phrase, with each element separated by SP 
characters. No CR or LF is allowed except in the final CRLF sequence.

29

Status-Line = HTTP-Version SP Status-Code SP Reason-Phrase CRLF
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Status code

The Status-Code element is a 3-digit integer result code of the attempt 
to understand and satisfy the request. The Reason-Phrase is intended 
to give a short textual description of the Status-Code.

Status code -> computer use

Reason-Phrase -> human read

The first digit of the Status-Code defines the class of response. The 
last two digits do not have any categorization role. There are 5 values 
for the first digit:

30
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Status code

- 1xx: Informational 

- Request received, continuing process

- 2xx: Success

- The action was successfully received, understood, and accepted

- 3xx: Redirection

- Further action must be taken in order to complete the request

- 4xx: Client Error

- The request contains bad syntax or cannot be fulfilled

- 5xx: Server Error

- The server failed to fulfill an apparently valid request

31
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Status-code 1/2

Status code and Reason-Phrase 1/2

100 Continue 302 Found

101 Switching Protocols 303 See Other

200 OK 304 Not Modified

201 Created 305 Use Proxy

202 Accepted 307 Temporary Redirect

203 Non-Authoritative Info 400 Bad Request

204 No Content 401 Unauthorized

205 Reset Content 402 Payment Required

206 Partial Content 403 Forbidden

300 Multiple Choices 404 Not Found

301 Moved Permanently 405 Method not Allowed

406 Not Acceptable

32
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Status-code 2/2

Status code and Reason-Phrase 2/2

407 Proxy Authentication Required 500 Internal Server Error

408 Request Time-out 501 Not Implemented

409 Conflict 502 Bad Gateway

410 Gone 503 Service Unavailable

411 Length Required 504 Gateway Time-out

412 Precondition Failed 505 HTTP Version not supported

413 Request Entity Too Large

414 Request-URI Too Large

415 Unsupported Media Type

416 Requested range not satisfiable

417 Expectation Failed

extention-code

33

Reason-Phrase  = *<TEXT, excluding CR, LF>
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Response Header Fields

response-header = Accept-Ranges           ; Section 14.5

| Age                     ; Section 14.6

| ETag                    ; Section 14.19

| Location                ; Section 14.30

| Proxy-Authenticate      ; Section 14.33

| Retry-After             ; Section 14.37

| Server                  ; Section 14.38

| Vary                    ; Section 14.44

| WWW-Authenticate        ; Section 14.47

34
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Entity Header Fields

entity-header  = Allow                    ; Section 14.7

| Content-Encoding         ; Section 14.11

| Content-Language         ; Section 14.12

| Content-Length           ; Section 14.13

| Content-Location         ; Section 14.14

| Content-MD5              ; Section 14.15

| Content-Range            ; Section 14.16

| Content-Type             ; Section 14.17

| Expires                  ; Section 14.21

| Last-Modified            ; Section 14.29

| extension-header

35
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Method : OPTION

The OPTIONS method represents a request for information about the 
communication options available on the request/response chain 
identified by the Request-URI. This method allows the client to 
determine the options and/or requirements associated with a resource, 
or the capabilities of a server, without implying a resource action or 
initiating a resource retrieval.

36

$ telnet localhost 80
Trying 127.0.0.1...
Connected to localhost.localdomain.
Escape character is '^]'.
OPTIONS * HTTP/1.1
host: server.domain.name

HTTP/1.1 200 OK
Date: Wed, 28 Jan 2009 06:05:21 GMT
Server: Apache/1.3.34 (Debian) PHP/4.4.4-8+etch6 mod_perl/1.29 DAV/1.0.3
Content-Length: 0
Allow: GET, HEAD, OPTIONS, TRACE
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Method : GET
(most important method to know)

The GET method means retrieve whatever information (in the form of an 
entity) is identified by the Request-URI. If the Request-URI refers to a 
data-producing process, it is the produced data which shall be returned 
as the entity in the response and not the source text of the process, 
unless that text happens to be the output of the process.

GET is usually used to get contents of a URI

— the most usual way to talk to a web server

37
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Method : GET   
(most important method to know)

38

$ telnet localhost 80
Trying 127.0.0.1...
Connected to localhost.localdomain.
Escape character is '^]'.
GET / HTTP/1.1
host: server.domain.name

HTTP/1.1 200 OK
Date: Wed, 28 Jan 2009 06:07:48 GMT
Server: Apache/1.3.34 (Debian) PHP/4.4.4-8+etch6 mod_perl/1.29 DAV/1.0.3
Last-Modified: Mon, 23 Oct 2006 07:01:38 GMT
ETag: "2d481d-564-453c68d2"
Accept-Ranges: bytes
Content-Length: 1380
Content-Type: text/html

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN"
"http://www.w3.org/TR/REC-html40/loose.dtd">
<HTML>
<HEAD>
<TITLE>Index of /</TITLE>
<META NAME="generator", CONTENT="mod_autoindex"> </HEAD>
<BODY bgcolor="#ffffff" text="#000000">

<TABLE><TR><TD bgcolor="#ffffff" class="title">
<FONT size="+3" face="Helvetica,Arial,sans-serif">
<B>Index of /</B></FONT>

</TD></TR></TABLE><PRE><IMG border="0" src="/icons/blank.gif" ALT="     "> <A HREF="?
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Method: HEAD

HEAD returns only “header” part of HTTP response

39

$ telnet localhost 80
Trying 127.0.0.1...
Connected to localhost.localdomain.
Escape character is '^]'.
HEAD / HTTP/1.1
host: server.domain.name

HTTP/1.1 200 OK
Date: Wed, 28 Jan 2009 06:14:01 GMT
Server: Apache/1.3.34 (Debian) PHP/4.4.4-8+etch6 mod_perl/1.29 DAV/1.0.3
Last-Modified: Mon, 23 Oct 2006 07:01:38 GMT
ETag: "2d481d-564-453c68d2"
Accept-Ranges: bytes
Content-Length: 1380
Content-Type: text/html



Copyright® 2009 JPCERT/CC All rights reserved.

Method : POST
(most important method to know)

The POST method is used to request that the origin server accept the 
entity enclosed in the request as a new subordinate of the resource 
identified by the Request-URI in the Request-Line. POST is designed to 
allow a uniform method to cover the following functions:

- Annotation of existing resources;

- Posting a message to a bulletin board, newsgroup, mailing list, or similar 
group of articles;

- Providing a block of data, such as the result of submitting a form, to a 
data-handling process;

- Extending a database through an append operation.

• The actual function performed by the POST method is determined by 
the server and is usually dependent on the Request-URI

40
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Method : POST
(most important method to know)

POST is more advanced than GET request

— can transfer larger volume of data (e.g. file uploads)

Doesn’t work with every URL – must accept post requests

HTTP parameters don’t appear in URI

— Slightly more difficult for 3rd party to see submitted data

41

POST /program/test.cgi HTTP/1.1
Host: server.domain.name
Content-type: application/x-www-form-urlencoded

value1=15&value2=26 

request to server
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Method : POST
(most important method to know)

42

HTTP/1.1 200 OK Date: Fri, 15 Jan 2008 13:59:07 GMT 
Content-Type: text/plain Content-Length: 2

41

response from server

Question:  What was this program ?



Copyright® 2009 JPCERT/CC All rights reserved.

Other Method: PUT, DELETE, TRACE, CONNECT

PUT

— similar to POST

— similar to put command of FTP protocol

— not so popular because of security concerns

DELETE

— ask server to delete something

— not so popular because of security concerns

TRACE

— TRACE reply the exact contents from client

— vulnerability was reported and so is not recommend for use

— see http://www.kb.cert.org/vuls/id/867593

CONNECT

— use with a proxy that can dynamically switch to being a tunnel

43

http://www.kb.cert.org/vuls/id/867593�
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HTTP Exercise

44
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Web analyzer “webscarab”
http://www.owasp.org/index.php/Category:OWASP_WebScarab_Project

45
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Webscarab

WebScarab is a framework for analysing applications that communicate 
using the HTTP and HTTPS protocols. It is written in Java, and is thus 
portable to many platforms.

WebScarab comes from OWASP project

— The Open Web Application Security Project (OWASP) is a worldwide free 
and open community focused on improving the security of application 
software.

46
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Technical knowledge around HTTP

URL encoding

— Also known as “Percent encoding”

Base64 encoding

MIME encoding

Javascript

Session Management

— Cookie

47
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Technical knowledge around HTTP
URL encoding

URL encoding

— mechanism for encoding information in a URL

— same as “Percent-encoding”

— defined in RFC3986 section 2.1

— use for special characters

examples

— most famous one “%7e” = “~”

— Second-most famous “%20” = “ “ (space)

48
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URL encoding

49

SPACE %20

! %21

“ %22

# %23

$ %24

% %25

& %26

‘ %27

( %28

) %29

* %2A

+ %2B

, %2C

/ %2F

: %3A

; %3B

< %3C

= %3D

> %3E

? %3F

@ %40

[ %5B

＼ %5C

] %5D

^ %5E

` %60

{ %7B

| %7C

} %7D

~ %7E
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example of URL encoding
Match of searching google URL and keyword

50
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example of URL encoding

51
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example of URL encoding

http://www.google.co.jp/search?hl=ja&q=%E6%97%A5%E6%9C%AC%E8%AA%9E&btnG=Google+%E6%A4%9C%E7%B4%A2&lr=&aq=f&oq=

52
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Base64 encoding

Base64 is a popular way of encoding binary data as text data

— Widely used for e-mail file attach mechanism

— file size will increase to 1.5 times of original file.

ex) 1MB binary data comes with 1.5MB base64 text data

— RFC3548 is a reference

53

$ echo -n "hello world" | base64-encode
aGVsbG8gd29ybGQ=
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Base64 encode example
(text file attached email example)

54

Date: Wed, 28 Jan 2009 18:25:37 +0900 (JST)
Message-Id: <20090128.182537.7a@jpcert.or.jp>
To: user@jpcert.or.jp
From: user@jpcert.or.jp
Mime-Version: 1.0
Content-Type: Multipart/Mixed;
boundary="--Next_Part(Wed_Jan_28_18_25_37_2009_697)--"
Content-Transfer-Encoding: 7bit
Status:   

----Next_Part(Wed_Jan_28_18_25_37_2009_697)--
Content-Type: Text/Plain; charset=us-ascii
Content-Transfer-Encoding: 7bit

test

----Next_Part(Wed_Jan_28_18_25_37_2009_697)--
Content-Type: Text/Plain; charset=us-ascii
Content-Transfer-Encoding: 7bit
Content-Disposition: inline; filename="test.txt"

abcdefg hijklmn opqrstu vwxyz

----Next_Part(Wed_Jan_28_18_25_37_2009_697)----
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Date: Wed, 28 Jan 2009 18:29:08 +0900 (JST)
Message-Id: <200012.8908.74742.user@jpcert.or.jp>
To: user@jpcert.or.jp
From: user@jpcert.or.jp
Mime-Version: 1.0
Content-Type: Multipart/Mixed;
boundary="--Next_Part(Wed_Jan_28_18_29_08_2009_586)--"
Content-Transfer-Encoding: 7bit
Status:   

----Next_Part(Wed_Jan_28_18_29_08_2009_586)--
Content-Type: Text/Plain; charset=us-ascii
Content-Transfer-Encoding: 7bit

test2

----Next_Part(Wed_Jan_28_18_29_08_2009_586)--
Content-Type: Application/Octet-Stream
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename="test.tar"
dGVzdC50eHQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAADAwMDA2NjQAMDAwMTc1
MQAwMDAxNzUxADAwMDAwMDAwMDQwADExMTQwMDIyMDY3ADAxMjA0MwAgMAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAB1c3RhciAgAGthbWF0YQAAAAAAAAAAAAAAAAAA
(very long !! by kamata)
AAAAAAAAAAAAAAAAa2FtYXRhAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAK
CmFiY2RlZmcgaGlqa2xtbiBvcHFyc3R1IHZ3eHl6CgAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

----Next_Part(Wed_Jan_28_18_29_08_2009_586)----
.
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MIME (explanation from Wikipedia)

Multipurpose Internet Mail Extensions (MIME) is an Internet standard 
that extends the format of e-mail to support:

— Text in character sets other than ASCII

— Non-text attachments

— Message bodies with multiple parts

— Header information in non-ASCII character sets

The content types defined by MIME standards are also of importance 
outside of e-mail, such as in communication protocols like HTTP for the 
World Wide Web. HTTP requires that data be transmitted in the context 
of e-mail-like messages, even though the data may not actually be e-
mail.

MIME is specified in six linked RFC memoranda: RFC 2045, RFC 2046, 
RFC 2047, RFC 4288, RFC 4289 and RFC 2049, which together define 
the specifications.

56



Copyright® 2009 JPCERT/CC All rights reserved.

MIME (cont.)

MIME encode

— E-mail header

— Subject: 

Subject: =?utf-8?Q?=A1Hola,_se=F1or!?=

Multipart message

— E-mail example

MIME TYPES

— /etc/mime.types on linux operating system

57
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Javascript

JavaScript

— JavaScript is a scripting language widely used for client-side web 
development.

— Easiest example

One of the key technology of malicious web activity

— Many malicious technique are possible

— Obfuscation

— Not only web browser

PDFs, Office documents and other products use in the background

58

<script type="text/javascript">
document.write('Hello World!');

</script>
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Example of encoded Javascript
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decoded Java script
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FYI: Javascript decode tools

61

Malzilla
http://malzilla.sourceforge.net/

Firebug
https://addons.mozilla.org/ja/firefox/addon/1843

Javascript Decoder v1.0.0
http://www.gosu.pl/JsDecoder/

http://malzilla.sourceforge.net/�
https://addons.mozilla.org/ja/firefox/addon/1843�
http://www.gosu.pl/JsDecoder/�
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Session Management

HTTP does not have any mechanism to manage sessions between 
server and clients

— This is a big problem !

Shopping site example

— Bob logs in with username “bobby”

— Bob goes to shopping category named “PC”

— Bob is going to buy SONY VAIO TypeP with USD1200

Click “add to cart”

Click “payment process”

Input credit card number

Click “submit”

Click “confirm”

— Shopping done.

How many HTTP request made in this example ?

62
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How are HTTP sessions managed in the real world ?

Cookie

— Use “Set-Cookie:” field within the response from the server

— Browser will use the value in “Set-Cookie:” to tell that “Who I am.”

— Cookie is quite easy to modify in the middle

— Cookie has “secure mode” capability – only transmit cookie over HTTPS

63

HTTP/1.1 200 OK
Server: Apache 1.3.27
Set-Cookie: ID=USER0005; SESSIONID=5967AXWZY2; path=/customer

GET /page-15.html HTTP/1.1
Host: sv.aots
Cookie: ID=USER0005; SESSIONID=5967AXWZY2;

Server response example

Client request example
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HTTP layer security issues

Attack methods

— http://www.owasp.org/index.php/Category:Attack

— more than 50 types of attack methods

Topics about SQL Injections

— http://www.owasp.org/index.php/SQL_Injection

— http://msdn.microsoft.com/en-us/library/ms161953.aspx

Demos made by Mr. Tsunemi 

— click hijacking

64

http://www.owasp.org/index.php/SQL_Injection�
http://msdn.microsoft.com/en-us/library/ms161953.aspx�
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HTTP request and response are easy
to modify in the middle

65

Server
Client

aaabbb Modify
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HTTP request and response are easy
to modify in the middle

66

Server
Client

$1$3 Modify
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HTTP Security : SSL/TLS (HTTPS)

What does HTTPS provide ?

— Encryption

Encrypt transaction between server and client

Very difficult to view encrypted traffic

Algorithms: DES RC4 AES

— Integrity Checking

Receive same data that was sent

Detect anyone modifying data in the middle

Algorithms: SHA MD5

— Identification of Server (or Client) by Digital Certificate

Communicating with intended server

Certificate Authority model

“Invalid certificate” issue
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HTTPS Security Issues

Vulnerabilities in SSL (quite recent issue)

— VeriSign Confirms All SSL and EV SSL Certificates Remain Safe From 
Potential Threats Newly Presented at Black Hat Conference (July 31, 2009)

https://press.verisign.com/easyir/customrel.do?easyirid=AFC0FF0DB5C560D3&
version=live&prid=523818&releasejsp=custom_97

— SSL attack announced at Blackhat DC (February 21, 2009)

http://isc.sans.org/diary.html?storyid=5908

Certification usability/awareness issue

— End users just click “ok” with invalid certificates
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Structure of web application

DB

Web

Application

Web Application Engine

Web Server

(Apache, IIS and so on)

Operating System

(Unix, Linux, Windows...)
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Overview of Web base application security

What is Happening recently ?

— Web defacement (SQL Injection)

— Cross Site Scripting or other attack method

What kind of mitigations are needed ?

— Secure configuration for everything

— Apply security patch to all layer

— Secure coding for web application program

— Security penetration test

— Monitoring the server & application status

— Incident response structure

For more detail
Guide to Building Secure Web Applications and Web Services (Development Guide)

http://www.owasp.org/index.php/Category:OWASP_Guide_Project
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Exercise environment “webgoat”
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What is Webgoat ?

WebGoat

— web application

— maintained by OWASP

— designed to teach web application security lessons.

— users must demonstrate their understanding of a security issue by 
exploiting a real vulnerability in the WebGoat application. 

The Open Web Application Security Project (OWASP) is a worldwide 
free and open community focused on improving the security of 
application software. 

— very very very very good reference for web security issues
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Recommended Exercises

Parameter Tampering

— Exploit Unchecked Email

— Bypass Client Side JavaScript Validation

— Insecure Configuration

Forced Browsing

— Injection Flaws

— Command Injection

— Log Spoofing

— Numeric SQL Injection

Improper Error Handling

— Fail Open Authentication Scheme

Session Management Flaws

— Spoof an Authentication Cookie
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Recommended Higher Level Exercises

Injection Flaws (For SQL programmer)

* Blind SQL Injection

* XPATH Injection

* LAB: SQL Injection [HIGH LEVEL]

* String SQL Injection

* Database Backdoors 

Cross-Site Scripting (XSS)

** ALL **
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